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Introduction

This document is intended for end user’s who will be using the OTAC auth app available on
Google Play store and Apple Apple store. This mobile app works together with the backend
OTAC service that typically protects web applications such as a PLC application. The mobile
app generates a One Time Authentication Code (OTAC) which is the world’s first one-way
dynamic authentication technology that enables users to authenticate to PLC devices via
their phone.

e App Details: Experience rapid and secure user/device authentication through
OTAC's 8-character code.

e Quick and Easy, No Registration: Streamlined authentication without the hassle of
sign-up or login processes. Your privacy is paramount; no personal information
required.

e Secure Authentication with OTAC Code: Ensure robust security with time-sensitive
OTAC codes. Safely access your accounts using a code that expires after a specific
duration.

e Manage Multiple Accounts Easily: Effortlessly authenticate multiple accounts using
a single OTAC auth app. Register and manage up to 20 accounts securely.

Once a PLC is protected with our solution, the user can authenticate to PLC utilizing our
dynamic 'one-time authentication code' (OTAC) technology. The code is generated on our
mobile app (available on Google Play and Apple App store), is valid for a short period of time
and even works offline. OTAC combined with device biometrics and/or PIN provides a highly
optimized and secure authentication solution specifically for ICS/OT security challenges.

Download the App

You can download the OTAC auth app from the respective Google and Apple app stores:

GET ITON ' # Download on the

| ® Google Play @& App Store


https://play.google.com/store/apps/details?id=com.swidch.otacauth&hl=en
https://apps.apple.com/gb/app/otac-auth/id6475137518?platform=iphone
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Initial PIN Setup

Launch the app After Installation

Install app, tap [Getting started] Enter a 6-digit PIN for app security.
onboarding button. - Enter it twice (App reset after 5
unsuccessful attempts).

9:41 nlll "":"" L 9 wll ¥ =

Register an account with camera Enter PIN

Scan QR code to register account. Please enter the 6-digit PIN number you want to use.

* * * * * *
1 2 3
ABC DEF
- 4 5 6
GHI JEL MHO
7 8 9
PORS Tuwv WXYZ
0 &
Getting started
\
/
\_A.
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PIN setup is complete.

a9 ull ¥ =

Enter PIN

Please re- enter the 6-digit PIN number you want to use .

Your PIN has been set.

1 2 3
4 5 6
l'-'ﬂ?ﬂs T8 g‘fz

0 &

Navigate to the main screen.

9:41 all = .
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Q

Add Account

There is no registered account.
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Account Registration

Now that the initial security PIN is set, you are ready to use the app. The first thing to
do is to register for an account. The account registration happens in tandem with the
administrator doing the same on the admin portal. For this you need your
administrator to login to the admin portal simultaneously.

Select the [Add Account] button on the Enter the 6-digit User key on the admin
main screen. portal.

1. If camera access is allowed select
the “Scan QR Code”

2. If camera access is denied, select the
“‘Enter manually”

9:41 all ¥ . 9:41 all T .
G & <

Q

Generate new User Key

+ Please enter User Key on the account
registration page of the admin portal.

« Click [Scan QR code] at the bottom to scan
There is no registered account. the QR cede from the admin portal.

« If you cannot use the camera, please
proceed with [Enter manually].

Enter manual' ' Scan QR code
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If camera access is allowed Capture the If camera access is denied, manually enter
QR code(Pairing Key) generated on the the QR code(Pairing Key) displayed on the
admin portal or enter it manually. admin website.

-If an error occurs, request a new User Key

oM all = =

Please scan the
QR code displayed on the admin portal.

Pairing Key

+ Please enter the Pairing Key at the bottom of
the QR code on the admin portal.

+ Press [Next] at the bottom.

MNext
Enter the displayed OTAC on the screen Set the name for the registered account.
into the admin portal. - Up to 20 characters, including letters,

-It 's valid for 60 seconds and numbers, and symbols.
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auto-refreshes.

a9q all = ==

OTAC & 60

8 0 2 15 9 4 2

+ Please enter the OTAC code above on the
admin portal's account registration page.

« Press [Mext] at the bottom,

Next

Account registration is complete.

OTAC auth App User Manual v1.0.3

- Cannot use duplicate account names.
- If the administrator has set an account
name, it will be displayed.

9:41 ull F -

é

Account Name

- The account name can be changed later in
settings.

« Click [Finish] at the bottom.

Finish

- Registered accounts are sorted by the most recent.

SWIDCH LIMITED
Registered in England and Wales with Company Number 11711049
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Settings - Edit Account

Select the [Settings] icon on the main Choose [Edit Account].
screen.
o4 ol = - 91 ull = -
C-J @ < Settings
R % Edi
~z Edit Account >
—
~
& Security Settingss >
PLCG L] TermsofUse >
o 16 2384 G0
PLCS
o 16 2 | i 56
PLC4
o 16 13
PLC3
G 81 29
PLC2
o 816 13
PLC1

1. Click the [pencil] icon to edit account You can edit or delete the account name.
information.
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2. Use the [=] icon to Rearrange the 1. Use up to 20 characters, including
order. letters, numbers, and symbols.
3. Click [Done] to Return to the main Duplicate account names are not
screen. allowed.
2. Click [Delete] > Confirm in the
popup dialog.
o: all ¥ = 9:41 ull ¥ =
i Edit Account Information
\3, \2,
PLC6 P —
S Account Name
A
—
PLCS . PLC1

1
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Clicking [Delete] will remove the account information from the app.
Click [Cancel] > Exit the delete popup.

Are you sure you want to delete
the account?

Cancel Delete

O

SWIDCH LIMITED
Registered in England and Wales with Company Number 11711049
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Settings - Security Features (PIN/Biometric)

In the settings screen, select [Security
Settings].

9:41 wll = =
< Settings
5 Edit Account >
&) Security Settings >
E] Terms of Use Nl %

Click the Authentication Type toggle to
choose between PIN and biometric
authentication.
e When biometric authentication is
enabled. > See step A
e \When biometric authentication is
disabled. > See step B

o1 all = =
i Security Features
Authentication Type PIN

Use,
"
PIN

Biometric Authentication
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Step A Step B
Click [Yes] in the popup to change the Biometric authentication inactive. Popup
authentication method. says to add a biometric method.
e Select [Yes] > Complete the change. e Choose [OK]
e Select [Cancel] > keep the current
method.

Would you like to change the
authentication method you are
using?

Please register Biometric
Authentication method first

Cancel Yes

SWIDCH LIMITED
Registered in England and Wales with Company Number 11711049

The design, algorithms and processes portrayed above are intellectual property of swiDch Ltd and protected by global patents.
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Settings - Security Features (Use both)

In the security features
screen, click the [Use both]
button for authentication
methods.

- Biometric authentication is
disabled. >

- Biometric authentication is
enabled. >

fe2:4] wll 7 ==
<« Security Features
Authentication Type biometric
Use bath
PIN . A

Biometric Authentication

To deactivate the “Use both” feature, click

the [Use both] button.

When biometric
authentication is disabled,
an alert popup is displayed.
e Click [Close] > Close
the popup.

Please register Biometric
Authentication method first

Close

When biometric
authentication is enabled, a
Confirm popup appears.

e Click [Yes] > Enable
"Use both"

e C(Click [Cancel] >
Maintain the existing
authentication
method.

Would you like to use both
authentication methods?

Cancel Yes

A Confirm popup appears for deactivation.

e Click [Yes] > Switch to using only the
authentication methods toggled ON.

e Click [Cancel] > Maintain the "Use
both" feature.
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9:41 ol 5 .

Are you sure you want to disable the
< Security Features use of both authentication methods ?
Authentication Type PIN | bicmetric Cancel Yes .
PIN
Biometric Authentication Delete

SWIDCH LIMITED
Registered in England and Wales with Company Number 11711049
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Settings — Security Features (Enable Biometric

Authentication)

On the security feature screen, click [Add]
for biometric authentication.
e |f device does not have biometric
data. > goto step A
e |f device has biometric data. > goto

step B

2:41 all ¥ =
< Security Features
Authentication Type PIN

LUise both
PN
Biometric Authentication
b

Step A

This popup indicates that activation is not
possible due to the absence of stored
biometric data on the device.

Click [Close] > Popup close.

Biometric authentication activation
failed. Please check the biometric
information registered on the
device and try again.

Close
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Step B Starting from the next login, you can choose
If the device has biometric data, enter the whether to use biometric authentication.

registered PIN. e Click [yes] > Switch to biometric
authentication
e Click [Close] > Continue using PIN

41 il = == 941 wil ¥ =

Enter PIN

Please enter your existing S-digit PIM,

f__!} PIN does not match. (Tres remaning: 2/5)
The authentication method has been
successfully registered.
Would you like to use biometric authentication
next time you open the app?
1 2 3
ABC DEF
4 5 6
GHI JEL MHO
7 8 9
PAORS TUW WEYZ
0 &
Close Yes
———
N/

SWIDCH LIMITED
Registered in England and Wales with Company Number 11711049
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Settings — Security Features (Disable Biometric

Authentication)

On the security features screen, select the

[Delete] button for biometric authentication.

e \When the authentication method is
set to PIN > goto step A
e \When the authentication method is

set to biometric or “Use both“ > goto

step B
9:41 all = .

« Security Features
Authentication T!.I'pe biommetric

Use both
PIN
Biometric Authentication

L™
—

Step A

Authentication set to biometric or “Use
both®, a popup prompts PIN method
change.

Please change the current
authentication method to PIN
and try again.

Close
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Step B
Popup asks to deactivate authentication. Biometric authentication has been
e Click [Delete] > Disable biometric. deactivated.
e Click [Cancel] > Keep biometric
enabled.

941 all = .
Are you sure you want to delete
your biometric authentication ¢« Security Features
method?
Authentication Type PIN |Biometric

cm@l\ Delete
\ y \ / Use both

ﬁ ﬁ

PIN

Biometric Authentication

SWIDCH LIMITED
Registered in England and Wales with Company Number 11711049
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Settings — Security Features(Change PIN)

Select the [Change] button for PIN on the Enter the registered app PIN
security features screen.

o:41 all ¥ . 9:41 all ¥ .
<« Security Features & Change PIN
Authentication Type PIN
Use both
Enter PIN
PIN Please enter your existing 6-digit PIN.
Biometric Authentication .
-
* * ® * * *
1 2 3
ABC DEF
4 5 6
GHI JKL MHO
PORS TuV WKYZ
0 &

Enter a new 6-digit PIN Enter the new 6-digit PIN PIN change is complete.
number. number again.
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oM wll & == oM wll ¥ == %41 wil ¥ ==
< Change PIN < Change PIN < Change PIN
Enter PIN Enter PIN Enter PIN
Please enter a new 6-digit PIN Please enter the new B-digit PIN number again. Please enter the new 6-digit PIN number again.
* * * * * * * * * * * * * * * * * *

Your PIN has changed.

! 2. 2 ! 2. 2 ! 2. b
& b e b 2 e & 2 e
s S e s S e s S e

0 & 0] (&) 0] (&)

SWIDCH LIMITED
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Terms of Use

In the settings screen, select

[Terms of use].

o:41
< Settings
5 Edit Account

) security Settings

] TermsofUse

|

o

oll = -

Clicking on [Terms of
Service] will take you to the
full-screen agreement.
Version information is
displayed at the bottom.

419 K200
& TermsofUse
Terms of Service b

!

O

B

VL1

SWIDCH LIMITED
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You can review the full
Terms of Service
agreement.

é Terms of Service

OTAC Auth Application Terms and Conditions

Article 1: Purpose

These terms and conditions regulate the utilization
of the '0TAC auth app' (hereinafter referred to as

the ‘App’), a public application provided by ‘swiDch
Ltd. (hereinafter referred to as the ‘Company’),
designed for employing the authentication solution
extended by the Company. The primary objective is 10
establish comprehensive guidelines for all pertinent
matters.

Article 2: Definition of Terms

Within the confines of these Terms and Conditions,
the following

definitions apply:

1.'0TAC auth app’: Refers 1o an application

installed on the user's smartphone, generating a
one-time authentication code (Dynamic One-Time
Authentication Code) for user authentication

2. User: An individual authorized by a customer who
has installed the authentication solution provided by
the 'Company’ to access the customer’s facilities or
systems through user authentication.

3. 'User authentication”: The process by which a user
obtains permission to access a facility or system
through the app installed on their mobile phone.

4. "Authentication solution’: Pertains to the installation
and implementation of the ‘Company's’ OTAC
authentication system in the customer's equipment
of system. The process involves registering and
managing users who can access the equipment or
system directly on the management page (web) or
the relevant equipment. The primary purpose of this
service is to control access,

5. ‘Administrator Page”: This is a web service provided
by the ‘Company’ for customers who have installed
and implemented the ‘Company’s’ authentication
solution. The service facilitates the management of

Registered in England and Wales with Company Number 11711049

The design, algorithms and processes portrayed above are intellectual property of swiDch Ltd and protected by global patents.



